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1. Annotation


This document sets out the technical requirements for the implementation of the IoT telemetry software complex, which contains a set of technological tools for collecting, analyzing, processing, and storing telemetry data from specialized equipment (digital sensors, meters, and other accounting and measuring devices). It defines the foundation for building an automated gas accounting and telemetry control system for the gas transportation network to enable real-time monitoring of gas consumption.

The document specifies the general functional and technical requirements for the software complex and its modules.

The list of tasks in these technical requirements is not exhaustive and may be refined during the development of the software complex in accordance with the Customer's needs.























2. LIST OF DEFINITIONS AND ABBREVIATIONS

In this document, the terms and abbreviations are defined as follows:
IoT Platform (hereinafter referred to as the Platform) – a software-telemetry platform, a software complex containing a set of technological tools for collecting, analyzing, processing, and storing data from required digital sensors, meters, volume conversion devices, and other accounting and measuring devices.

Administration – a tool for adding, editing, and setting access permissions, managing users, and monitoring objects (equipment).

Software (SW) – client-server software consisting of a database and server software that enables receiving, processing, and storing data obtained from equipment in a database, monitoring data from equipment, and sending commands to equipment via the system's web interface.

Database – a central data repository storing all data received from equipment and other software entities of the system.

Server – a remote computer hosted in a physical or virtualized IT infrastructure environment of the Customer, designed to host the database, server software, and web interface accessed by system users.

Web Interface – a system software element providing users with the ability to monitor data using a web browser and the Internet.

Natural Gas Metering Station / Metering Station (GMS) – a set of measuring instruments, including a gas meter or a flow restricting device, and auxiliary equipment designed for measuring, recording measurement results, and calculating natural gas volumes converted to standard conditions as defined by legislation.

API – an interface of the system software used to transfer data from the database to the web interface or third-party systems and services.

User – a designated employee of the Customer who can interact with the software via the web interface and/or software installed on mobile application operating systems.

Administrator – a user with elevated access rights who provides technical and technological maintenance of the system software.
GDS (Gas Distribution System) – a production complex consisting of organizationally and technologically interconnected facilities designed for distributing natural gas from gas distribution stations directly to consumers.

ECP (Electrochemical Protection) – used to protect pipelines from underground corrosion.

PRU (Gas Pressure Reduction Unit) – a set of equipment designed to reduce natural gas pressure and maintain it at a specified level, including gas control points, block gas control points, cabinet gas control points, gas regulating units, and underground gas regulating points.

Devices – sensors, meters, volume conversion devices, and other metering and measuring equipment.

Whitelist – a list of devices with serial numbers, device types, and stored encryption keys (if the device utilizes encryption).

"Near-Real-Time Mode" – indicates that a process or system operates with minimal delay, close to an instantaneous reaction. This allows obtaining results or performing actions almost immediately after initiation, with latency depending on data transmission technology and equipment configuration.

DBMS – Database Management System; a set of interrelated data (database) and software for accessing this data.

SDK – Software Development Kit; a set of development tools, utilities, and documentation enabling developers to build applications for a specific platform or technology.











3. RELEVANCE

Given the growing need for efficiency and safety in gas distribution networks, the demand for unified, near-real-time collection, consolidation, and retrieval of gas consumption metering data has increased significantly. Currently, relevant data is either not collected at all or recorded manually, increasing the risk of human error and reducing data relevance. The industry urgently requires a unified software solution for collecting, managing, processing, and analyzing such data to enable well-founded management decisions based on accurate and timely information.

Taking into account trends toward the implementation of new technological solutions based on telemetry IoT systems, this issue acquires special importance across various industrial sectors. The gas distribution system (hereinafter referred to as the GDS) requires the application and implementation of modern IoT-based telemetry systems to enhance safety, maintain the GDS in proper condition, improve service quality for consumers, reduce operational costs of enterprises, and improve the environmental situation.






















4. PURPOSE AND OBJECTIVES

The objective is to create and implement an IoT telemetry software system to build a general automated gas metering and gas distribution system (GDS) control system with unified interaction between specialized devices and digital elements (digital sensors, meters, volume correctors, and other metering and measuring devices) and the software system. This includes organizing data exchange between automated systems and software applications to collect, consolidate, and manage data in online mode, and controlling asset usage without the need for manual data entry or correction. This will allow for the remote collection and processing of gas and electricity consumption data, reducing dependence on manual labor, minimizing technological and commercial losses, and increasing the accuracy and reliability of metering.

Purpose: First and foremost, the IoT software complex will implement an automated gas and electricity metering system for real-time monitoring of resource consumption, operating with objective volume data, providing timely alerts on emergency events in the GDS, and enabling quick responses to operational deviations.
Implementation of the automated gas accounting system based on the IoT platform will enable:
• monitor gas consumption online, which will enable a rapid response to anomalies in consumption, detect leaks or unauthorised use of gas, identify malfunctions in gas metering equipment, obtain up-to-date information whilst minimising the potential impact of human error, and facilitate the timely taking of management decisions, thereby reducing losses and improving efficiency;
• Analytical research to optimize network load and plan maintenance and modernization;
• Increased reliability and safety of the LLC “GAS DISTRIBUTION NETWORKS OF UKRAINE” through timely hazard detection;
• to ensure that data can be integrated with internal web services and systems, including to inform customers about the status of their gas supply systems, provide them with access to their own consumption data, and enable them to optimise their expenditure.








5. GENERAL REQUIREMENTS FOR THE TELEMETRY IOT PLATFORM

The platform shall ensure data exchange between software systems and their components, including various interfaces of hardware and software modules of specialized equipment (digital sensors, meters, volume correctors, etc.), and consist of a set of software modules or subsystems for automating production processes as required.
The platform must enable the creation of a unified software system with horizontal scalability, including within a virtual computing environment, supporting various technologies and DBMSs. It shall ensure 24/7 operation of the platform with the ability to scale without modifying software modules, client settings, or causing prolonged service downtime. It must be compatible with widespread database management systems (MS SQL Server, Oracle Database, PostgreSQL, etc.).
To provide such capabilities, the platform shall include client libraries (SDKs) and development tools for further independent development, software product customization, and the ability to integrate with other information systems of the Customer.
One of the core requirements is the availability of data ingestion/transmission tools and interaction between platform objects by creating a unified network of uniquely identified objects using widespread communication protocols such as NB-IoT, LoRaWAN, and GSM/GPRS to ensure real-time data transmission with support for two-way communication for remote management and software updates of IoT devices.
Thus, it shall ensure large-scale data ingestion from a massive number of devices (not less than 10 million) via the platform's API.
The platform shall contain implemented algorithms for logical processing of information received from devices using proprietary mathematical filters and configuration tools, and feature operational data analysis services: real-time process visualization, chart generation, data log searching, data comparison from various sources, application of filters to incoming data, etc.
It must allow the integration of various equipment provided that its data transmission protocol is documented.
The software system must be extensible, allowing the integration of new modules both with the involvement of the developer and independently by the Customer using the built-in development environment. The supply of the IoT platform software within the scope of this procurement shall provide for granting a perpetual, non-exclusive license for the server-side software supporting an unlimited number of sensor/device connections and an unlimited number of users.
Additionally, the supply of the IoT platform software within this procurement provides for the transfer of source code for ingestion, processing, analytics, security, and integration modules, which is necessary to ensure conditions for potential independent further development, the required level of confidentiality, and ongoing cybersecurity of the software's operation.















6. Architecture Requirements for the Telemetry IoT Platform
The architecture of the telemetry IoT platform must meet the following requirements:
1. Service-Oriented Architecture (SOA):
· Software modules must be built on SOA principles to ensure flexibility, scalability, and reusability of components.
· Interaction between distributed software subsystems and client applications must be implemented via standardized services (REST API, MQTTS, etc.).
2. Availability of Documented SDKs/APIs for Integration:
· Each software module of the platform must provide access to its services through documented SDKs/APIs to enable integration with other systems and applications.
3. Access and Data Transmission Security:
· Access to module services must require user authentication and authorization using a centralized directory.
· Only secure connections (HTTPS, MQTTS, etc.) must be used to ensure data confidentiality and integrity.









7. REQUIREMENTS FOR THE SOFTWARE MODULES OF THE TELEMETRY IoT PLATFORM
Each of the IoT platform's software modules must provide access to its services for other software subsystems or applications using documented SDKs/APIs. To ensure security, access to these services must require user authentication and the use of a secure connection via the HTTPS protocol.
7.1. Data Ingestion Module
The Data Ingestion Module receives data from various devices. It supports scalable data ingestion from devices (horizontal scalability capability).
7.1.1. NB-IoT and GSM/GPRS Data Ingestion Module
The software data ingestion module for NB-IoT and GSM/GPRS radio communication technologies is responsible for receiving, decrypting, and parsing data from gas metering units (GMUs), gas pressure regulation units (GPRUs), cathodic protection (CP) systems, and additional equipment. The module receives "raw" data from sensors and GMUs, decrypts them if necessary, performs parsing in accordance with the device protocol, and transmits the processed data to the data storage module.
The data ingestion module must support data reception and transmission via the following protocols:
· TCP
· UDP
· MQTTS
· Modbus TCP
The software must enable the addition of new device types with proprietary protocols, provided that the protocol descriptions are available. The module must support additional device functions such as:
· Time synchronization;
· Remote configuration input;
· Issuance of receipts (standard reports provided by the device manufacturer, as well as non-standard reports upon the customer's request);
· Updating the software of sensors and meters (if necessary).

7.1.2. LoRaWAN Data Ingestion Module
The software data ingestion module for LoRaWAN radio communication technologies is responsible for receiving and parsing data from the LoRaWAN network server. The module receives raw data from devices, parses it in accordance with the device protocol, and transmits the processed data to the data storage module. The data ingestion module must support data reception and transmission via the following protocols:
· REST API
· gRPC API
· MQTTS
The software must enable the addition of new device types with proprietary protocols. The module must support additional device functions such as:
· Time synchronization
· Remote configuration input
· Issuance of receipts (standard reports provided by the device manufacturer, as well as non-standard reports upon the customer's request). The module must be able to monitor the LoRaWAN network by collecting data via the REST API or gRPC API from the network server. It is necessary to collect and process data on the performance of base stations and the LoRaWAN network.
7.2. Data Processing and Filtering Module
The module provides logical processing, cascading filtering, and data aggregation, as well as the application of mathematical filters for real-time data processing.
Main functions:
· Processing data from devices;
· Control of accumulation meters:
· detection of meter reading decreases;
· discarding incorrect data;
· generation of error messages;
· Application of mathematical filters;
· Data aggregation and normalization.
Cascading Pressure Correlation Analysis:
· Analyze data from pressure sensors on series-connected GPRUs;
· Perform correlation analysis of pressure changes;
· Determine whether events belong to the same incident.
Pressure Analysis for Loop Networks:
· Account for alternative gas supply sources;
· Avoid duplicating events in case of partial pressure drops;
· Correctly interpret pressure recovery.
Incident Processing:
· Determine incident boundaries taking into account flow directions;
· Combine related events into a single logical event;
· Prevent message duplication;
· Record the list of sensors involved in the event;
· Determine the primary point of the incident (time + topology).
Clustering and Dependencies:
· Formation of "meter – sensor" links (clusters);
· Forecasting the number of disconnected meters during a pressure drop;
· Accounting for network structure and flow directions.
Consumption and Parameter Analysis:
· Sharp changes in gas consumption (non-household consumers);
· Sharp changes in gas temperature;
· Sharp changes in gas pressure;
· Binding to gas distribution stations (GDSs) and gas preparation units.
GMU Control:
· Control of verification deadlines;
· Detection of tampering with the operation of GMUs and components.
Processing Logic:
· Time intervals between events;
· Gas flow directions;
· Network topology;
· Cause-and-effect relationships.
Additional Conditions: The full list of cascading dependencies and aggregation rules is defined and agreed upon after signing the contract.
7.3. Repository Module
The Repository Module is a universal API implemented for managing lists of sensors, tracking devices, or the user registry. The Repository Module API must contain a set of CRUD interfaces (Create, Read, Update, and Delete) for various types of objects, for example, for managing lists of sensors, observation or monitoring objects, or the user registry. The module must be able to manage data encryption keys from metering devices and IoT sensors. If encryption is used on a metering device or sensor, it must be possible to activate the device (add encryption keys). It is necessary to implement the storage and management of information regarding the current status (in operation, out of operation, in repair/maintenance, etc.), movement (affiliation with a branch), commissioning, decommissioning, maintenance, repair, verification, and write-off of devices, indicating statuses and status change dates.
Statuses of meters and volume correctors:
· installed (in operation, out of operation, in repair/maintenance, repair/maintenance required, etc.);
· dismantled (sent for verification, sent for repair/maintenance, written off, etc.);
· verification required;
· repair/maintenance required.
Statuses of other equipment:
· installed;
· dismantled;
· repair required;
· written off.
Data related to meters and volume correctors:
· readings at the time of installation;
· installation date;
· readings at the time of dismantling;
· dismantling date;
· verification validity period;
· verification date.
Installation and execution process: A new meter or volume corrector is purchased for a branch, and created in the software indicating the verification interval and verification date. During installation, the installation address, geospatial point, and initial readings are specified. If removal is required (verification, repair/maintenance), the current volume reading is recorded. After servicing, installation is performed either at the old address or a new one. Upon installation, the current readings of the meter or volume corrector are specified. Reporting on the status of a meter or volume corrector is generated by model and serial number.
7.4. Data Storage Module
The Data Storage Module ensures reliable storage of large volumes of historical and current data. It supports one or more widespread DBMSs (MS SQL Server, Oracle Database, PostgreSQL, etc.). The module must be able to scale the number of databases, which will increase the platform's throughput as the number of IoT devices increases.
7.5. Analytics and Visualization Module
The module is designed for operational and analytical data analysis, report generation, chart plotting, and real-time and historical visualization of technological processes. Capabilities:
· Data visualization (charts, tables, diagrams, dashboards);
· Real-time and historical data analysis;
· Support for all device data types;
· Combining data within a single report;
· Export to Excel and PDF formats.
Data for analysis:
· Flow rates (meters, correctors);
· Errors and alarms at metering nodes;
· States and errors of IoT sensors;
· Parameter deviations from norms (GPRUs, CP);
· LoRaWAN network status;
· Other device data.
Hierarchy and Access: Company → Branch → UEGG (Administration of Gas Economy) → District
Functionality:
· Role-based access control;
· Drill-down / roll-up;
· Viewing from general to detailed levels.
Display Levels:
· Company — general status;
· Branch — aggregated indicators;
· UEGG — detailed object data.
Report Designer:
· Selection of key and additional parameters;
· Creation of tables, charts, diagrams;
· Filters (devices, structure, events);
· Period selection;
· Aggregations (sum, average, min/max, count, median);
· Comparative analysis.
Working with Reports:
· Saving templates;
· Editing and copying;
· Automatic updates;
· Access control.
Usage:
· Real-time and historical viewing;
· Adding to dashboards;
· Exporting to Excel and PDF.
7.6. Geographic Information Module
The Geographic Information Module features a set of tools for displaying electronic maps, basic characteristics of territories, and map markers showing the locations of relevant metering equipment, sensors, and network telemetry (GPRUs, CP, etc.). Objects displayed on the map must have interactive indicators for operational status and errors. Documented SDKs/APIs must be available for integration with the Customer's existing geographic information system.
7.7. Event Module
The Event Module is a universal API implemented to receive various events regarding changes in object properties, the fact of receiving new values, or notifications about the start/end of work, task execution, etc. The event module must take into account and group events aggregated as cascading ones, updating the current event with information from sensors along the gas flow direction. It must group events and display the alarm of the first device along the device tree hierarchy.
7.8. Notification and Messaging Module
The Notification and Messaging Module must have the ability to create event notifications (e.g., reaching critical sensor values, abnormal equipment operation, limit exceeding). It supports various messaging channels: email, SMS, push notifications, etc. It is necessary to implement notifications regarding the status of devices in the IoT network — metering points, sensors, GDS telemetry (GPRUs, CP, etc.), and LoRaWAN network base stations. Implement notifications regarding the need for verification, indicating statuses and status change dates. Display warnings about expiring meter verification periods.
7.9. Asynchronous Tasks Module
The Asynchronous Tasks Module is a universal API implemented for launching and controlling the execution of long-running software tasks on remote subsystems. The module must ensure the execution of resource-intensive tasks, such as generating large reports, data copying, and analyzing large data arrays.
7.10. Integration Module
The Integration Module ensures interaction with external information systems and services. It supports standardized protocols and data exchange formats. Connection and interaction with the module are carried out using a documented REST API.


7.11. Security and Authentication Module
The Security and Authentication Module is responsible for user authentication, role management, and access rights. It ensures user action auditing and system security monitoring.
8. DEPLOYMENT SCHEME
The software is deployed on the Customer's premises (on-premises, cloud, and/or hybrid model). All licenses necessary for the operation of the system must be included in the delivery.
The IoT platform must have the capability for scalability and load balancing; it must be possible to deploy multiple clusters in different data centers to ensure fault tolerance and future scalability.
The IoT platform is deployed using a virtualization system, and each module must have a separate virtual machine or container to ensure flexible configuration and hardware resource balancing.
The platform must provide load balancing between data processing servers, which guarantees scalability, fault tolerance, stable processing of a large number of simultaneous connections, and centralized network traffic management with support for security mechanisms.
The developer must provide technical requirements for the virtualization system to deploy the software package, with the following load specifications:
1. up to 500,000 devices with a raw packet weight of:









	Device Type
	Packets/Day
	Packet Size (B)
	Formula
	Bytes/Day
	MiB/Day
	GiB/Day

	GDS Telemetry
	48,000
	374
	48,000 × 374
	17,952,000
	17.12
	0.017

	ECP Telemetry
	21,000
	374
	21,000 × 374
	7,854,000
	7.49
	0.007

	Industrial Meters (Type A)
	4,800
	6714
	4,800 × 6714
	32,227,200
	30.73
	0.030

	Industrial Meters (Type B)
	144,096
	289
	144,096 × 289
	41,643,744
	39.71
	0.039

	Residential Meters
	16,267
	192
	16,267 × 192
	3,123,264
	2.98
	0.003

	Electricity Meters
	21,000
	462
	21,000 × 462
	9,702,000
	9.25
	0.009

	New Platform Devices
	256,000
	374
	256,000 × 374
	95,744,000
	95.74
	0.096

	Total
	-
	-
	Σ V_d
	208,246,208
	203.02
	0.201



2.    Hot data storage for 31 days;
3.    Retention of processed data for 8 years;
4.    Backup of virtual machines using the GFS scheme;
5.    1,000 users online.

9. INFORMATION SECURITY REQUIREMENTS
The IoT platform must ensure the security of data collection, storage, and transmission. Information security must be implemented in accordance with the TLS 1.2 / 1.3 encryption protocols. Protection of client and device connections must be ensured. Device connections must undergo verification based on serial numbers and device types; authentication requests from devices not included in the "whitelist" must be rejected. Client connections to the server must be implemented via HTTPS using TLS 1.2 / 1.3. The software must feature cryptographic information transmission protection tools registered in the registry of the State Service of Special Communications and Information Protection of Ukraine in accordance with the following requirements:
	№
	Subsystem and requirements for it
	Specification of requirements

	1. Information security subsystem between users and the IoT Platform
(without the use of a VPN client)

	1.1
	Implementation of gateways as virtual appliances, with pre-configured operating systems and software, within the IoT Platform’s virtual infrastructure
	Delivery as a Virtual Appliance for virtualisation environments

	1.2
	The responsibility for safeguarding the confidentiality and authenticity of traffic between the IoT Platform and users lies with the web servers, which are used to establish HTTPS connections
	Must use TLS v1.2 or later

	1.3
	The ability to scale throughput horizontally by increasing the number of servers (virtual appliance).
	No limit on the number

	1.4
	Ensuring the bandwidth of a secure channel between users and the IoT Platform (provided there is a high-quality internet connection between the user’s web browser and the IoT Platform’s web servers)
	At least 100 Mbit/s between the user and the IoT Platform’s web servers

	1.5
	Ability to operate via an HTTP proxy
	Obligatory 

	1.6
	Cryptographic information protection (CIP) tools used to implement TLS v1.2 on the web server side of the IoT Platform must have a relevant, valid and favourable expert opinion from the State Special Communications Service of Ukraine in the field of cryptographic information protection.
	Obligatory

	1.7
	Number of virtual appliances with information security tools
	1 unit, scalable up to 4 units



10. DOCUMENTATION REQUIREMENTS
The IoT platform must be delivered along with technical and operational documentation, specifically:
· Technical description of the platform's functionality;
· Complete description of the software architecture;
· Developer guide describing the tools and their capabilities;
· Administrator guide describing the deployment, configuration, setup, and administration mechanisms of the platform;
· User manual;
· Description of all application programming interfaces (APIs) for integration and data exchange with both internal and external systems and services.
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